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Abstract:

In the healthcare industry, we cannot deny, contradict or oppose the importance of the Internet of Medical Things
(IoMT). The ultimate purpose of the [oMT system is to gather and transmit health information such as ECG, weight,
blood pressure and sugar levels. Such data may be shared with an approved individual, who may be a physician, a
participating health company, insurance provider, or an external contractor regardless of their time, location, and
device. But the story is not as simple because [oMT faces various emerging cyber-attacks and threats. Day by day
new malware attacks are created and launched on IoMT because an attacker knows that this market is worth
billions. The purpose of writing this paper is to introduce you to some of the well-known attacks that are launched
on IoT. Such as denial of service, router attack, sensor attack, repay attack, fingerprint, and time-based spoofing,
and recent malware attacks such as like Miari, Emoted, Gamut and NE curs and ransomware in IOMT.

1. Introduction

The Internet of Things (IoT) is an ever-changing
technological paradigm that links billions of smart
objects to intelligent ecosystems such as smart grids,
smart health, smart homes, smart factories, smart
cities, smart vehicle networks, and the Industrial
Internet of Things (IoT). The recent Industrial IoT
revolution is currently rising enormously, resulting in
immense monetary benefits and efficiency [1]. But
prevalent and open environment increases the
chances for an attacker to attack and exploit ToMT
devices [2]. The diverse and dynamic nature of IoT
devices open the door for cyber threats and attacks
that lead to different assaults like distributed denial
of service (DDOS), distributed attack data injection
advance and long-lasting threat and attack and worse
malware botnet intrusion that can breach your
confidentiality and availability or even destroy your
system [3].

TIoMT is thus vulnerable to numerous emerging cyber
threats such as identity theft, keylogging, phishing,
and malicious bot as well data management and
storage problems and exchange of data between
nodes [4]. Resource limitations, scalability,
distribution, mobility and low latency are also the
main issues that give a chance to attackers to attack
[5]. Data is usually transmitted with the help of a
wireless medium. As a result it increases the chances
of vulnerabilities because data is transferred through

the air so an attacker can easily sniff the packet if no
encryption or security mechanism is used [6].
Privacy and security are the main issue because the
patient did not want to share their personal health
issues, but data can even be lost by accidental [7]. As
a result, data encryption and authentication are the
burning issues in communication between channels
over a public network [8].
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Fig. 1 Health monitoring scenario of IToMT devices
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Look at fig 1 to show that a person sitting in a
wheelchair has a different sensor that is used to
gather information because many people are alone at
home and do not have access to a hospital. They can
communicate with their doctor or hospital with the
help of IoMT and in case of emergency, a doctor can
prescribe him first aid and alert the ambulance. But
the case is not over; intruders can temper the data,
spread false information about a patient, fake or
mislead the emergency call as a result it can cause a
worse effect on patient health.
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2. Literature review

In this section, we highlight different opinions,
processing function, author research, and their
methods regarding security and emerging threats in
IoMT.

IoT medical devices produce a large amount of data
which is very difficult to manage and store. As a
result, it is difficult to maintain the privacy and
security of client health information. The priority of
the patient is that their privacy should not be
breached at any cost because they may not want to
share details of disecases like HIV (human
immunodeficiency virus) or psychiatric with society.
Many upgrading algorithms like (AES), (DES),
(RSA), and cipher encryption policies were used to
enhance the security but failed due to the enormous
size of data. Additionally, health care data has many
hazards due to many factors such as insider curiosity,
accidental disclosure, insider activity, unauthorized
access, and physical intrusion. For better data
security and efficiency, three sensors are used. Their
purpose is to send their data to a mobile after that
immune artificial system is used on the information
which is gathered from the sensor. Its purpose is to
normalize and train data just according to its memory
cell and pool. Then data is further examined with a
spiral search after which figures that are not matched
are exempt from it because it will be considered a
threat [7].

With the help of an artificial neural network a new
authentication-based security scheme is introduced in
which finger ECG is used to authenticate a user in
the healthcare environment rather than old-fashioned
security procedures such as password, face, and
fingerprints. The ECG signal cannot just be
intercepted, duplicated, and continuously identified.
Fifty aspects were continually examined during this
process, in which ECG was obtained with the aid of a
mobile device. A neural network is used to process
the data using exploratory screening. An algorithm
can authenticate a user within three seconds, which is
considered a good authentication system. Only 10%
of the error rate comes out against the conventional
methods. An efficient biometric design was used by
the device to significantly improve security
performance and accuracy in the healthcare industry

[9].

As we know due to the dynamic and miscellaneous
nature of IoT devices they are very vulnerable to
attack by malware botnets. For the deduction of the
botnet, a solution is proposed in which hybrid DL-

driven (software-defined networking) is used to
detect the malware botnets. The solution is cost-
effective, adaptive, and flexible. To begin, the
solution is implemented via SDN's control panel,
which is simple to configure and provides critical
centralized intelligence. Second, it ensures that the
[IoMT devices are not overloaded. By comparing this
solution to other algorithms, it is demonstrated that it
produces superior results [1], [10].

IoMT and IoT devices usually work on the three-
layer principle of application, network, and
perception. The perception layer purpose is to get
data from actuators and sensors and collect, detect,
and process information and send it to the network
layer. Then the network layer function is to transmit
data on different devices like a hub with the help of
the internet. The goal of the application layer is just
to fill the CIA cycle with confidently, authenticity
and integrity. To ensure a good security mechanism,
four points are discussed as follows. Software
running on all IoT devices should be certified. When
an IoT computer is switched on, it can first
authenticate to the network before capturing or
transmitting data. It should first authenticate itself to
the network when an IoT device is turned on before
collecting or sending data. The IoT network needs
firewalling for packet filtering, which is directed to
the devices because loT devices have limited
processing and memory resources. Patches should be
periodically updated, so there is no additional
bandwidth usage. The current state of IoT research
focuses  predominantly  on  protocols  for
authentication and access control, but with the rapid
development of technology, new networking
protocols such as IPv6 and 5G need to be
implemented to accomplish the complex mashup of
IoT geometry [11].

For better communication between devices, we need
a good approach that can compensate for
vulnerabilities, attacks and threats. To provide good
and effective security in IoMT deceives the analytic
network process is used with ISO/IEC standard. It
consists of three components: goal, criteria and
alternatives [12], [13].

The basic purpose of IoMT is to provide facilities
regarding time and place but, due to wireless
connectivity, it is more vulnerable and different types
of attacks such as sensor attack, replay attack, time-
based spoofing, denial of service (Dos) attack and
forwarding attack are common now [6]. The Internet
of Medical Things (IoMT) is a built-in sensor,
wearable appliance, medical device, and clinical
system ecosystem that offers the ability to respond
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quickly and improve the quality of treatment for
various medical applications such as remote
monitoring of the healthcare system [14]. Current
technologies can provide patient data protection to a
certain degree during data transfer, but cannot stop
certain advanced threats and assaults, such as
collaboration attacks and data disclosure.

objective of this comparative table is to check
whether it is a cost-effective solution and which
principle of CIA is breach or focus.

Table 1 Comparative table of the different proposed
solutions.
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In this section, we compare the different techniques,
proposed solutions, and algorithms. The main
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3. Future trends, assaults, safeguards,
and threats to loT/IoMT

[oT/IoMT is broadly used in every field of the world
from a small house to huge corporations. However,
due to its vulnerable nature, it can easily be exploited
by attackers. Therefore, new challenges are revolving
around the security of IoT/IoMT devices. We need to
examine cyber threats and design a new and effective
security protocol as a matter of our health cannot be
compromised.

As we know, health is wealth. According to a
Deloitte report worldwide, health expenditure is
forecast to expand from $7.1 trillion in 2015 to $8.7
trillion by 2020 because adults aged 65 or older
nearly doubled by 2050. The global demand for
IoMT could increase from $41 billion in 2017 to
$158 billion dollars by 2022. A graph is constructed,
using data from Deloitte, to predict that importance
of the IoMT devices is such that its market will be
boosted by three times within the five years. New
types of pandemics hitting the world will only
increase tend

Capital Investment Expected in
2022 on [IoMT
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Fig. 3 Future capital investment in [oMT.

But attackers are also becoming more intelligent day
by day, practicing very hard, finding vulnerabilities,
making new botnets to launch DDoS attacks, and lots
more. So, it is an wake-up call for all of us: if we are
not able to provide full proof security to IoMT
devices then the billion-dollar industry will have no
future. Day by day the number of IoT/IoMT devices
grows exponentially more than 9.9 billion IoT/IoMT
devices present in the world. So, what number can it
reach in a few numbers of years?

We can estimate the value by analyzing the current
growth of devices. Figure no 3 predicts the growth of
IoMT devices with the help of the trend line. This is

taken from the T antriny hlno wehgaite
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Fig 4: Calculating growth factor of [oT/IoMT devices

By analysing the figure 4, the exponential growth of
is clear because day by day we are getting more and
more accustomed to automation and dependent on
gadgets. As a result, the number of devices will also
increase. But as the number of devices increases the
number of attacks and vulnerabilities also increases.

The risk of a ransomware attack is now one of the
greatest obstacles that IoT is facing. The effects,
including loss of confidential data, reduced
performance, data degradation, negative publicity,
and health monitoring downtime are catastrophic.
Downtime in the health industry can lead to patient
death. Available data and statistics on this significant
attack need to be reprocessed to educate scientists
and professionals. Below I construct a bar graph that
illustrates how much money the world lost from the
ransomware attack.

Ransomware Attacks
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Fig. 5 money lost by the world from a ransomware
attack.
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4. Conclusion

By 2025, more than 21 billion [oT/IoMT devices are
expected to exist due to more demand, and the world
is moving towards smart city, smart health
monitoring. IoT/IoMT systems are useful for daily
life. However, internet connectivity still poses an
intrinsic danger for all IoT/IoMT users. The truth is
clear that everything related to the internet is prone to
cyber-attacks. As a result, cyber-attacks are in danger
of becoming an avalanche. Cyber-criminals use
[oT/IoMT to promote attacks like DDoS and
ransomware. The world is moving towards more
artificial intelligence and its use in health monitoring
by identifying habits and lifestyle and suggesting
changes. 5G will keep fuelling IoT/IoMT growth
networks, Major telecommunications networks are
starting to introduce 5G networks and ensuring fast
speed up and connecting of IoT/IoMT devices
simultaneously in billions. Developed countries are
increasingly considering the big issue that is patient
or client policy and making new laws and policies to
protect people's data. In short, we can say that a fight
has started between two: one is an attacker and the
other is a victim. The attacker tries its best to destroy
the victim, and the victim tries its best to stop an
attacker. The winner is the one who works hard to
find their loophole and update himself with modern
tactics
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